
The biggest threat to your school district 
isn 't found on school grounds. 

It's found online. 

Introducing C yber School+ a cyber 
and privacy liability product exclu
sively for MUSIC members 

As a member of MUSIC, you understand the 
value of pooling resources to reduce risk and 

lower insurance costs. Now, you can easily 
purchase this critical insurance coverage at a 
fraction of the open market price. MUSIC, in 
partnership with Arthur J. Gallagher Risk Man

agement Services, Inc. has taken a significant 
step in protecting its members from the financial, 
operational and rep utatio nal consequences of a 
data breach. 

As our society becomes increasingly dependent 
on electronic media in our everyday lives, 
perhaps nowhere are the benefits - and the risks 

- more apparent than in our schools. We use 
the internet and a variety of wireless devices to 
transmit everything from grades, assignments, 
class schedules and progress reports to credit 

card information for school fundraisers. 

As a school administrator, when you weigh the 
pros and cons of using technology to better the 

educational experience, it is critical to consider 
the following question: "What would be the 
worst-case scenario for our school community if 
the information in our custody found its way into 

the wrong hands2" Unfortunate~, there are 
hundreds of real-life examples that can show us 
the outcome. On~ through examining these are 
we able to truly assess the importance of how 

we handle the personal information of students, 
faculty and parents, and devebp concrete plans 
for managing our risks. 

WHAT IS OFFERED? 

School systems are among the most vulnerable 

targets for theft of privafe data. Specialized insur

ance coverage is now available and can profect 

your district in the following areas: 

- Network Security liability 
- Media Content Services Liability 
- Privacy liability 
- Extortion Threat 
- Crisis Management 
- Credit Monitoring 
- Privacy Notification Expense 

- Regulatory liability 

CONTACT 

Scott Wightman, ARM 
Area Executive Vice President 
Arthur J. Gallagher Risk Management Svcs, Inc. 

Email: Scoff_Wightman@ajg.com 
Direct: 314.800.2211 
12444 Powerscourt Drive 
St. Louis, MO 63131 

CyberSchool+ Exclusive Cyber & Privacy Liability Insurance for MUSIC Members 



C yberSchool + 
Specialized Insurance Coverages Explained 
Network Secu rity Lia bi lity 
A student leacher in a Colorado high school was able to gain access to the school's computer system via a tem
porary password. Disgruntled over his ability to gain permanent employment by the school, the teacher engi
neered a virus designed to paralyze the school's payroll system two weeks and one day after his last assignment 
ended. The virus caused a delay in payment for employees, resulting in significant fees and other costs to re
create the lost data. CyberSchool+ Network Security liability protects school districts from losses associated with 
unauthorized access to or theft of student, employee or other proprietary data or e-business activities, computer 
viruses, denial of services aHacks, as well as alleged unauthorized e-commerce transadions. 

Media Content Services Liabil ity 
A public school in Indiana created a website to showcase their award-winning marching band program. A 
sedion of the site contained an online chat forum. In this forum, disparaging remarks were posted by students of 
the school against a competing school's marching band; specifically naming individuals. Parents of the students 
are suing the high school for personal injury as a result of its failure to monitor the activity on its website. Media 
Content Services liability can cover a school district for personal injury and intelleelual properly infringement that 
result from an error or omission in content. 

Privacy Liabi lity 
The username and password required to enter a New Jersey middle school's central database was left affixed to 
a sticky note on a monitor in the school's front office. A student used this information to gain access 10 the 
personal information of students and faculty in the school, then posted sensitive information anonymously in an 
online chat room. A class-aelion lawsuit was filed on behalf of many affeeled families against the school for their 
failure to protect private information in their custody. 

Extortion Threat 
A laid-off school distrid IT administrator was arrested after he tried to eX/orl money from his former employer by 
threatening to crash the school's servers. Demanding a beHer severance package, he also threatened to use his 
connections with hackers in Eastem Europe to wreck havoc on the school's student and parent private informa
tion. Disgruntled employees, vendors and even students can cause significant harm by threatening to aHack a 
school's computer system. This coverage can include payments made to averl a cyber aHack. 

Crisis Management 
After the names, addresses and credit card numbers of hundreds of boosters were stolen from an athletic 
diredor's laptop, the school needed to ad fast to ensure compliance with the law, and, almost as imporlantly, to 
prated the reputation of the school. Deciding that the magnitiude of the situation was beyond their professional 
ability, school administrators hired a public relations firm with expertise in situations such as these. Crisis Man
agement coverage helps to offset the expense of having to hire a PR firm when the breach of private information 
has the potential to affect a school's reputation. 

Credit Monitoring 
When a data breach has occurred, the difference between sending a leHer to the affeeled parlies with the toll-free 
number of a credit reporting agency versus sending instruelions about how to enroll in credit monitoring services 
at no cost can have a major impael on a school's reputation. Data breach victims want to know that the people 
they have entrusted with their information are taking on the responsibility of making sure they will not be affeeled 
negatively. Credit Monitoring coverage under CyberSchool+ provides this type of assurance for schools. 

Privacy Notification Expense 
The persona l information of 2,500 Florida school system employees was unintentionally distributed in an email 
attachment. To comply with state laws, significant costs were incurred by the distriel for notifying the affeeled 
parlies. Privacy Notification Expense provides coverage to address first-parly expenses to comply with privacy law 
notification requirements. 

Regulatory Liabi lity 
As a school district, you are charged with proteding the privacy of all sensitive data in your care, custody or 
control. Failure to do so can result in significant fines, penalties and costly litigation expenses or investigations by 
federal or state regulators. Regulatory liability in CyberSchool+ provides protection in these situations. 

The derimi excrmp/e$ men/it:>ncd herein erie for illvi/rfJfivc PUrpol>~ ond Ihi~ lilwr.rfvre i$ rieKriplive only. Aclwl C"tIl'ertrge ii wbjecl fr:> fhe lon",vcrge Qf the polid~ 0$ iiiued. 
'Nhlither or not or to what .mrnr 0 foa is covirfild dip&rlllr on the facti and cirrvmsftmcal of /hi fOil and the timJ.r ond cond"rfioru of rhi policy aJ isWid. No' aii inRIIVIJ 
do business in all iurisJ"lCoons. C 2010Arlhur.L Gallagher & Ca. All righ/s reserved. 



Cyber & Privacy Insurance Coverage 
Exclusively for MUSIC Members 

Real- l ife Data Breach incidents 
in our school systems 

The fo llowing are more than scenarios - they are 

aelual data breaches tha t have occurred in 

schools across the Uni ted States. Incidents such as 

these have the potentia l to shut down schoo ls a nd 

cost admin istrators m illions in lega l defense, notifi

catio n expenses, credi t moni toring, crisis manage

ment and business inte rruption. Trad itiona l 

insura nce pol icies exclude coverage fo r events 

such as these. 

HACKING 
C riminal chmges were broug ht on two Chicago

area high schoo l students who hocked into their 

school 's computer sys tem . The students success

fully o bta ined the soc ial security numbers o f fellow 

students, teachers and school administrators. 

A Vi rg inio high schoo l student accessed names, 

addresses, socia l security numbers, parent informa

tion, dass schedules , birth dates and student 10 

numbers for more than 22 schoo ls in the distri ct . 

The info rmation was accessed by the student via a 

computer in a schoo l library. 

More than 38,000 student housing records were 

compromised al a co llege in Texas when hackers 

accessed th e school ' s compuler system . The 

records conta ined the personal information of past, 

current and prospect ive students, incl uding credit 

co rd numbers. 

STOLEN LAPTOP 
A hard drive was stolen from a Detro it high school 

guidance counselo r' s o ffice. It was determined tha t 

the na mes, addresses, tra nscripts, fes t-sco res and 

social securi ty numbers of alumni, da ting back 

mo re tha n a decade, resided on this computer. 

ACCIDENTAL DATA LEAK 
A schoo l admi nistrator sent an emai l to 1 7 pri nci

pals in a Connect icut school d istrict to inform the 

group of a n upcoming seminar. The email also 

mistokenly conta ined a spreadsheet with the 

names and socia l securi ty numbers of 1,250 
teachers and school ad ministra to rs. One of the 

recipients unknowingly forwarded the email and 

its attachment to 77 colleagues in her school . 

Lawsuits have been filed for privacy breach. 

STOLEN DOCUMENT 
The soc ial security numbers and payro ll informa

tion of substitute teachers in a So uthern Ca lifornia 

school system were com promised when a schoo l 

adm inistra to r's ca r was broken into. The informa 

tion was left in file folders in a briefcase . 

GET A QUOTE TODAY 
The rami fications of real - li fe data breaches such 

as these are excluded by trad itional insurance 

po licies. M USIC has secu red a master policy 

where individual school d istricts can be added 

individua lly, sub ject to underwriting eligibi lity. 

Call 314-800-2211 today to find o ut how yo ur 

d istrict con ta ke advantage of Ihis critica l 

coverage at group -ra le discoun ts. 

CyberSchool+ Exclusive Cyber & Privacy Liability Insurance for MUSIC Members 




